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(54) A mobile agent, a mobile agent object, and a method for allowing a mobile agent to Identtfy 
characteristics of another mobile agent 



(57) A nrv)bile agent tectinotogy and method allow a 
molMie agent to identify its ancestor, children, grand 
chOcfaren and sMf)Q, etc.. and to flexibly cooperate with 
them in wortdrig tiy implanting gene information in a 
mobile agent while maintaining a high security. The 
mobile agent is provided with ancestor gene information 
and self gene information. The self gene information is 
encrypted information which indicates hew many gener- 
ations the mot>ile agent is descendant from the original 
agent When the motsile agent aeates a done (creates 
a chiki agent), it ger>erates gene information of its self 
generation + 1 and implants it in the chiM agent The 
mobile agent nxjving on ttie network and encountering 
another mobile agent on a same place ol>tairs gene 
information of ttiat agent. The mctxle agent ttien convert 
the obtained gene information tsy a predeternruned algo- 
rithm to kJentify that the agents were bom from a sanre 
ancestor. 
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Description 

Technical Field of the Inyention 

[0001] This invention relates to a nx)bile agent tech- s 
ndogy in which a wot^e agent Is nrx>ved to a rennote 
server In a cfistributed computer network to generate an 
instruction on the renrK>te server and to a nnethod of 
moving a mot>ile agent to a renrate server. 

10 

Background 

[0002] There has been in the prior art a nK)bile agent 
technok>gy to move a wdbAe agent to a renxste server 
on a network to generate an instruction on the r^note is 
server in a distrlxjted confer ernrironment (PUPA 7- 
182174 (USP 5.603.031), PUPA 7-509799 (Intema- 
tkHial Application Nunber PCTAJS94A}7397, Intema- 
tk>nal PL^k^ation Ni£Tto:W097A)221 9). latest 
Internet TechrK>k)gy', Nikkei Comnrunk^atkm Separate 20 
Editk>n. Nikkei BP Co. pp 104 - 117, by Fumihtko Nish- 
kla. Susunru Fiiiwara. et af). 
[0003] Such mobile agent can be deftr^ed tsy two t>asic 
elements whk:h are its mobile agent fuKrtions and the 
network kx^ation (hereafter "place") at which it performs 2S 
its operations. The mobile agent can move around 
places existing on the network whOe maintaining its 
internal stata The nxsbile agent can contact another 
agent (a motile agent or a non-mobile agent) in a place 
to receive a necessary servk;a The "place" is a place 30 
provided t>y a server existing on the network where ttie 
agent moves to, supports a contact t>etween agents, 
arxl absort>s the complexities for interoperability whk^h 
result from differerK»s between hardware and operating 
system platforms. 3s 
[0004] Such nK)bile agent technology enables a 
mobile agent to execute jot>s whrch have l>een done in 
the past by a human being, such as to adjust setting of 
an internal conference deperxiing on a schec&jle of 
empfoyees or a reservation status of a conference room 4o 
arxl to obtain desired information distributed on the net- 
work. 

[0005] There is a technofogy of classifying corrplex 
t>ehamr of a nrK)bile agent Into l^asx: beham' patterns, 
providing a template (nrxxierator tennplate) wfuch ena- 4S 
bles a desired behavfor pattern of the mot)ile agent to 
be defined, and controlling an activity of issuing a 
rec^est in each place around which the mobile agent 
wanders as a predecessor (an activity working in a pre- 
vfous place) and a successor (an activity working in tfie so 
next place), as discfosed in Japanese patent appOcation 
9-92091 filed by the applicant of this application on April 
10. 1997 though not laki open at the time when this 
application is fQed. 

[0006] With this technology, a problem can be solved ss 
relying on the cooperativity of the mobile agent not only 
t>y moving the agent t)ut ato causing it to be sptit by 
itself and consolidating it In tftis technology, fiowever. 



ttie model is applied only to a predetermined coopera- 
tive algorittim (plan) and this technofogy has not come 
to a stage of provkiing a flexfole cooperative problem 
solving technk^ue whfoh allows a cooperative algorithm 
defined t)eforehand to t>e reassentied or newly added. 
[0007] This is because the nrx)bile agent has no func- 
tion to kiwTtify itself or a cfone created from itself (chil- 
dren, gand chikiren, sibfing. cousia unde and amt, 
eto), so that it can not determine and Uentify each other 
by an ID whfoh is an index of spfit and consolkJatfon of a 
nrK)bile agent 

[0008] Asimpleself corroboration may be feasftile by 
corroborating tiie kientity tiy an ID in the form of a sim- 
ple numerals but this may lead to a problem from a 
security view point in tfiat data may be replaced with 
malfoiousdataif the ID can be foiKid by anytxxfy. 

Suimiarv of the Invention 

[0009] This invention provMes a noednantsm for alfow- 
ing a mobile agent to klentify its ancestor, cfiikiren, 
grand cNUren and sit)ling, etc., by inplanting gene 
information in a mobile agent 
[0010] The invention preferably provkles highly 
secured gene information which can not t>e understood 
t>y a third party. 

[0011] The invention also preferably provkJes a mokMie 
agent which can flexitsly nxxfify a job to t>e executed 
during movement 

[0012] The invention also prderabty sfK}rtens a 
processing time required from the time when the nK)t3ile 
agent is released to the time when tfie result is returned. 
[0013] A mobile agent is provkled wrtti ancestor gene 
informatfon arxi seH gene information. The self gene 
informatfon is encrypted information indfoating the 
nurTt>er of generations separating tfie agent from the 
original agent When a mobile agent creates a cfone (a 
chiU agent), it creates q&tib Information of its genera- 
tion -I- 1 and implants it in the chiki agent A mobile 
agent moving on the network and encountering arK>ther 
agent gete gene infornr uU on of the latter agent arxJ per- 
forms a given conversfon to aff Bin ttiat th^ are created 
from a same ancestor. 

[0014] This Biventfon prcvkf es, in one aspect ttiereof, 
a mobile agent whfoh is adapted to tnteroperate with 
other nnobile agents at tfie same network location, com- 
prising: 

(a) self gene information from which ancestor gene 
information and generatfon information can be 
derived by a predetermined conversfon logic. 

(b) a gene conversfon mod Je for generating chikJ 
agent gene infonmation from wfuch said ancestor 
gene information and saki generation ffiformation 
can be derived by a predetenmined conversfon 
fogfo. saki chIM agent gene information t>eing 
implanted in a child agent when aeating a child 
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agent of said mobile agent, and 

(c) a gene connpaiison mcxiule tor detemvning 
whether or not the result of a conversion of gene 
information obtained from another agent oorre- s 
sponds to said ancestor gene information. 



[D018] This invention provides, in a further aspect 
thereof, a method for allowing a first mobile ^ent exist- 
ing at a computer network location to identify wheth^ a 
second mobile agent existing at the same network loca- 
tion has the same ancestor gene information as is held 
in said first mobile agent the mettKxl comprising; 



[0015] In the claims of this specificatfon, the t^m "a 
predetermined conversion fogic" is a concept including 
not only inverting a given bit string but also decoding to 
encrypted information and decompressing compressed 
information, etc. The term "generation information' is a 
concept including not only information indkating how 
many generations a generatfon is descendant form a 
specific ancestor but also preferably information tndicat- is 
ing whether a generatfon is more descendant than a 
certain generation, or informatfon discriminating a 
descendant from other descendant with respect to a 
certain ancestor amortg ancestors (a head famOy or a 
Ixanchfamily, a descendant of a spedTicsfoling, eta). 20 
[0016] This invention provides, in another aspect 
thereof, an object held by a mobile agent whfoh is 
adapted to interoperate with other mobile agents at the 
same network location, comprising: 

25 

(a) self gene infonmation from wtuch ancestor gene 
information and generation information can be 
derived by a predetermined conversion logfo, 

(b) a gene conversion module for generating chiki 30 
agent gene information from which saki ancestor 
g^e information and said generatfon informatfon 
can be derived by a predetemvned conversfon 
fogic, said chikI agent gene informatfon t>eing 
implanted in a chiM agent when creating a chBd 35 
agent of saki mobile agent, and (c) a gene compar- 
ison nxxJule for determining whether or not the 
result of a conversfon of gene infonnatfon obtavied 
from another agent corresponds to sakJ ancestor 
gene information. 40 

[0017] This foventfon provides, in further aspect 
thereof, a metfiod of creating a child agent t>ased on a 
nvsbile agent eodsting at a conrputer networic location, 
the mettxxl compr^ng; 45 

(a) a step of deriving generatfon informatfon of saki 
mobile agent based on self gene information and 
arK;e5tor gene informatioa 

50 

(b) a step of generating gene informatfon of a chiki 
agent t>ased on said derived generation infonnatfon 
arxl saki aricestor gene informatfon, and 

(c) a step of generating a child agent which cor>- 5s 
tains the generated gene informatfon of the chiki 
agent and saki ancestor gene infomnation. 



(a) a step of obtaining gene informatfon from said 
second mobile agent, 

(b) a step of converting saki obtained gene informa- 
tfon by a predetermined logic, and 

(c) a step of determining whether or not the resist of 
the conversfon corresponds to saki ancestor gene 
informatfon held in said first mobile agent 

Description of Preferred Embo^rrients 

[0019] The present inventfon win rxywt>edescri>ed in 
vnors detail, by way of example, with reference to the 
acconpanying drawings, in which; 

Rg.1 shows a distrfouted network environment 
where a mobile object aeated in accordance with 
this inventfon operates. 

Rg.2 shows a schematic diagram of a hardware 
configuration of rwde systems in a preferred 
enfoodiment of this invention. 

Rg.3 is a functfonal t)fock diagram showing an 
enrfoodiment of processing components in the rxxie 
system. 

Rg.4 is an object dagram of the nxMe agent cre- 
ated in a preferred embocfiment of this inventfon. 

Rg.5 is a dagram showing a message flow 
between objects in the preferred embodiment of 
this invention. 

Rg.6 is a cfia^am showing an example of descervi- 
ant gene creating fo^ of this inventfon. 

Rg.7 is a da^am showing a message flow 
t>etween objects in tt)e preferred embodiment of 
this invention. 

Rg.8 is a diagram explaining an exanple of a gene 
conparison lo^c of this inventfon. 

A. Summary 

[0020] An embodnDent of this inventfon is now 
descrfoed hereunder with r^ence to the drawings. 
Rg.1 shows adstrbuted network environment 150 exe- 
cuting a mobile object which is generated in accordance 
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with this inventioa Each server 112 - 117 is provided 
with a place 102 - 107 where a service can be provided 
to fTK)bile agents 125. 135. 141, etc. The places in the 
distrftxited network environnnent are called a crowd. 
[0021 ] A mobile agent generating part 1 1 3 for gener- 
ating a mobile agent exists in a dient system 101. The 
mobile agent generating part 1 13 delivers a generated 
plan to a mobOe agent 111 wtiich. in turn, can move 
tts^ough a designated place by executing the plaa 
[0022] The mot>i!e agent 125. etc., can contact to 
another agent (an agent contacting to a mobile agent to 
provide a service is speciftcaBy called an actor agent) 
existing in each place 1 02 - 1 07. send out a request and 
receive the result of the request. The place supports a 
contact t>etween agents. Also, the mobfle agent 125. 
etc.. can hold the result of the request received from an 
actor agent as Result 139. 143. 153. 163. continue to 
move and apply various works on the Result such as 
composition and split of the Result dimng mcvement 
[0023] In the preferred embodiment of this invention. 
nrx3vement. split arxJ extinguishment of a mobQe agent 
are controlled by moderator templates 181 - 187 and a 
user can sinrpiy define a corrplicated work irtducfing 
split and merge as shown in Fig.2 by combining vanous 
templates as required by the mode of processing. 

B. Hardware Configuration 

[0024] FigJZ shows a schematic diagram of a hard- 
ware configuration of rwde systems in a preferred 
emtxxiiment of this invention. The node system 100 
comprises a central processing unit (CPU^ 1 ^ a 
memory 4. The CPU 1 and the memory 4 are connected 
to a fiard cRsk devk^e 13. 31 as an auxifiary storage via 
a bus 2. etc. Aftoppy diskdevk:e 20 (or a medium drive 
devk^e such as an MO, a CD-ROM, eta 13, 26, 28, 29. 
30) is connected to the bus 2 through a ftoppy disk con- 
troller 19 (or a controller such as an IDE controller 25. a 
SCSI controller 27). 

[0025] Afk3pf^cfisk(or amediumsuchasanMO, a 
CD-ROM. etc.) is inserted to the fk)ppy dsk devrce 20 
(or a medium drive devk^e such as an MO. a CD-ROM. 
etc. 26, 28. 29). A computer program code whk;h gives 
instructions to the CPU arxJ the like in cooperatk)n with 
an operating system to practice ttiis invention may be 
recorded in the f toppy disk or a recording medium of the 
hard disk device 13. 30 and a ROM 14. arxi executed tTy 
b&ng toaded in the memory 4. The computer pro^Bm 
code may be compressed or divided into pieces for 
reoorcfing in a plurality of media. 
[0026] Further, the node system 100 may t>e a system 
whkii isprovkied with a user interface hardware indud- 
ing a pointing devk;e 7 (a nxxjse, a joystick and a track 
baO, etc.) for inputting screen positkm infionmation. a 
keytx>aid 6 for supporting a key input and a display 11. 
12 for presenting image data to the user. A speaker 23 
receives an audk) signal from an audk> controller 21 via 
an arTf)lif ier 22 for output as a voice. 



[0027] AGUIplanrKxieia)rary(tobedescrbedlater) 
which is an input to the node system 100 of this inven- 
tion is staed in a storage mecfium such as the ffoppy 
disk24 and the hard disk 30 and inputted to the system 

5 via the SCSI interface 27. The GUI plan node Gbrary 
which is an input may t>e stored in a datat>ase of 
another system. In such case, it is possUe to communi- 
cate with other computers , etc.. to access to a data- 
t>ase of another system for obtaining the GUI plan node 

10 I3>rary via a serial port 15 and a modem or a oommuu- 
cation adapter 18 such as a token ring. 
[0028] As such, it will be readily understood that this 
invention may t>e inrplemented by a conventiormi per- 
sonal computer (PC), a workstation, a computer inple- 

15 merited in home electric appliarKes such as a televisfon 
set and a facsimile equipment, and a combhation 
thereof. It shoukJ be noted, however, that these compo- 
nents are given for exemplary purpose and it is not 
meant that all of these components are the tndispensa- 

20 ble components of this invention. Spedfically. because 
this invention is directed to generation of a mobile 
agent, those components induding the serial port 15, 
the conrvnunkation adapter card 18. the audk) controller 
21, the an^ifier 22 and the speaker 23 are not indis- 

25 pensabletoonenxxteofthisirTvention. 

[0029] As an operating system, those which support a 
GUI multi window environment in default, such as Win- 
dows (trademark of Mk:rosoft). OS/2 (trademark of 
IBM), X-WINDOW System (trademaric of MIT) on ADC 

30 (trademark of IBM) are desirat)le but the operating sys- 
tem \s not limited to any specific operating system envi- 
ronment 

[0030] While Fig.2 stiows a system in a stand afone 
environment, this inventfon may be inrplemented in a cli- 

35 ent/!server system in whk^h a dient machine is LAN con- 
nected to a server macfane via Ethernet and a token 
ring. etc. and the server machine skie is provkied with a 
plan split part, etc., to be described later with the rest of 
functions disposed in the dient sMa As such, it is a mat- 

40 ter of discretion in ttie design to dispose wfiatfurKrtion in 
whk;h of the server machine skf e and the cOent machine 
skia Various nDodifk:ations of a combination of a plural- 
ity of machines, distrixjtion of functions to these 
machines, etc., arxi implementation thereof are within 

45 the concept of tfvs invention. 

C. Processffig Components in the System 

[0031] Fig.3 is a block cfiagram showing an embodi- 
50 ment of processing components in the node system 
100. The agent 200 hoUs an aricestor gene 201 and a 
self gene 203 and obtains a gene 205 from another 
agent for comparison. The agent 200 is also provkled 
with a chiU aeating module 211, a gene converskxi 
55 module 213 and a gene comparison module 215. The 
agent 200 is also provkJed with an interface to exchange 
the self gene with other agents. 
[P032] The ancestor gene 201 is information to specify 
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the ancestor (originaQ of the agent In the prefenred 
embodiment of this invention, this infbmiation is pro- 
tected from being externally notified or modified itself. 
[0033] The self gene 203 is information to specify tfiat 
the agent itseH is how many generations descending 
from the ancestor. The gene 205 for comparison is infor- 
mation of the self gene 233 of another agent 230 
otstained from the agent 230. 

[0034] The child creating module 211 is a module for 
aeating a descendant. The child creating mockile 211 
irrplants a child gene 253 generated by converting the 
self gene 203 in the aeated child agent 250. The ances- 
tor gene 201 is also implanted in the child agent 250. 
[0035] The gene conversion module 213 converts a 
gene which is a character string to anotfier gene in 
response to a request from the child creating module 
21 1 and the gene corrparison modula This is a conver- 
sion which can bB reverse converted. The gene com- 
psjison module 215 can identify how many generatioris 
the gene is descendant by repeating reverse conver- 
sions of that gene. 

[0036] The gene comparison nrxxkjle 215 can d^er- 
mine whether or not a gene 205 obtained from another 
agent is an agent which has a common arx:estor and 
hew many generations it is descendant tfierefrom t>y 
cbtairting the gene 205 from another agent and repeat- 
ing reverse conversion of that gene. 

D. Object Ck)nf tguration 

[0037] Fig.4 is an object diagram of the mobile agent 
of this invention. The dass of the agent dass 300 has 
data and a method. Each dass of a gene converter 
dass 310 and a gene corrparison dass 320 has a 
method. 

[0038] In the preferred emtxxiiment of this invention, 
the agent dass 300 has data of ancestor gene informa- 
tion 201 (ancestorQene) and self gene information 203 
(seHGene). It also has methods "getancestorGene" and 
"get setfOene" to obtain ancestor gene information 201 
and self gene information 203. 
[0039] A "aeate child* metfxxi is a vnetfKxJ for creat- 
ing a child agent while a "aeate done* metfKxi is a 
method for creating a done of itself. A "create done* 
method has an ancestor gene (ancestorGerie) and a 
self gene of a cNId agent (childGene) as an argument 
[0040] The gene converter dass 310 has a convert- 
Gene method for converting gene information in accord- 
ance with the generation. The convertGene method has 
converted gene information ^ene) and generation infor- 
mation (n) as arguments. The gene comparison dass 
320 has a conrpareGene method for conrf>aring gene 
information. The compareGene m^hod has gene infor- 
mation (gene) as an argument. 

E. Creation of Child Agent 

[0041] Flg.5 is a diagram showing a major message 



flow of each dass upon creating a child agent in the pre- 
ferred enixxiiment of this invention. 
[0042] When the createChild method is called tpon 
for aeating a child agent,, a seH gene is first obtained 
5 from the agent Next the gene comparison dass 320 is 
inquired of how noany generations the agent is descend- 
ant. 

[0043] The ancestor gene 201 is then obtained and 
the gene converter dass 310 is ^ked to gen^ate the 

10 gene 253 of the child agent 250. The argument then is 
generation information of its generation + 1 and ances- 
tor gene information. When the gene 253 of the child 
agent 250 is deGvered from the gene converter dass 
3 1 0. a done is created (aeate a copy of the agent own) 

75 using the gene 253 and the ancestor gene information 
as an argunent The dtikJ agent 250 is thus aeated. 
[0044] Fig.6 is a diagram shewing an example of self 
gene aeating logic (of descendant) of this invention. 
The example is explained k>y 1 6 bits string to strrpTrfy the 

20 explanation. 

[0045] The leftmost 8 bits are an ID which is corrvnon 
to an agent famfly. In the preferred etrtxxiiment of this 
invention, tNs ID is assigned a value wtiich is unique on 
the global network. For example, the ID may be aeated 

25 by composing an internet URL, a port nuni>er and a 
serial number (assigned each time when aeatirig an 
original motxie agent). 

[0046] The rightmost 8 bits are a bit string which spec- 
ify the generation. In this example, the original agent 
30 (originator agent) is given gerre infamation "1 01 01 1 01 * 
(coincides the ancesta gene). The child (the second 
generatkMi) agent is gve gene information "01010010* 
which is an inversion of the rightnxist 8 bits. 
[0047] Further, its child (^and child: the third genera- 
ls tion) agent is given ger>e informatfon "01011101" by 
inverting the rightmost 4 bits. The fourth generatk>n 
agent is given "0101 1 1 10" by inverting the rightmost 2 
bits and tfie fifth generation agent is given "01011111" 
by inverting the rigfitmost 1 bit 
40 [0048] In this example, up to tf>e fifth generation can 
t>e managed. However, it is erxxigh for the gene infor- 
mation to be information wfvch alkiws determination of 
the level of gerteration from the ancestor and wtiether or 
not the descerxlant of that arx:estor. The gene informa- 
45 tion may be information wtiich encrypts the ancestor 
ger>e inrformation and the generatbn information (or 
only the ancestor gene information) by a predetenmined 
atgorithm. 

50 E Comparison of Gene 

[0049] Fig.7 is a diagram showing a major message 
flow of classes upon conrparing genes in tfie preferred 
embodiment of this inventioa 
55 [0050] The agent 20b requests another agent on a 
same place to deliver its self gene (get seHGene). The 
gene tftus okjtained is stored as a gene 205 to t^ corih 
pared. In the preferred errixxfiment of ths invention, the 
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agent fajnily ID is first identified. The gene 205 to t>e 
compared is then delivered to the gene comparison 
dass 320 to determine the generation. 
[OOSi] The gene comparison niodule 215 reverse 
converts the gene to compare it with the ancestor gene, s 
if the compare is equal in the Nth comparison, it is iden- 
tified as a Nth generation descendant from the ancestor. 
In the preferred embodtnient of this invention, when it is 
identified as an ancestor, the gene comparison dass 
320 returns N whQe it returns enror information stjch as io 
a tow value (^erwise (when the conrparison fails to 
match the ancestor in a predetenmined nmber of con- 
versions, i.a, when it is detemrvned that the agent is not 
a descendant). 

[0052] Fig.8 is a dia^am explaining an example of a is 
reverse conversion logic of gene in this invention. The 
gene of the fifth generation descrit)ed in Rg.5 is used. In 
this conversion afsoi the gene is inverted in the 
sequence of the rightmost 8 bits, 4 bits. 2 bits and 1 bit 
in tfte manner similar to Rg.6 and compared to the ^ 
ancestor gene 201 each time it is converted. As shown 
in the figure, it is determined that the gene matcfies the 
ancestor gene 201 in the fourth conversion. In other 
words, it can be identified that the mobile agent has a 
common ancestor and how many generations it is as 
descendant from the ancestor. 
[0053] Sirrelarty; the second generation matches the 
ancestor gene 201 in the first conversion fOIOIOOlO" 
=> "10101101"), the third generation matches in the 
second conversicn ("01011101" => "10100010" => 30 
"10101 101"), and the fourth generation matches in the 
third converston ("01011110" -> "10100001" => 
"10101 1 10" => "10101 101^. 

[0054] As descrS>ed in the above, this invention allows 
a mobile agent to id^itify its ancestor, chikfren, grand 3S 
children and sibling, etc, and to flexibly cooperate with 
them in wortdng by implanting gene information in a 
motile agent while maintaining a fugh security. 

Claints 4o 

1. A mobOe agent which is adapted to interoperate 
with other mobile agents at the same network loca- 
tion, corrprising: 

45 

(a) self gene information from which arx:estor 
gene information and generation information 
can be derived by a predetemrvned conversion 
logic, 

50 

(b) a gene conversion module for generating 
child agent gene information from which said 
ancestor gene information and said generation 
information can be derived t^ a predetenmined 
conversion togic, said child agent gene infbr- 55 
mation being implanted in a child agent when 
creating a child agent of said mobile agent, and 



(c) a gene comparison module for determining 
whether or not the resiit of a conversion of 
gene information obtained from ariother agent 
corresponds to said ancestor gene information. 

2. An object held by a vndbUe agent which is adapted 
to interoperate with other mobile agents at the 
same network location, comprising: 

(a) self gene information from wfuch aiK^estor 
gene information and generation information 
can be derived by a pred^enmined converston 
lo^C 

(b) a gene conversfon module for generating 
chid agent gene information from wfiich said 
ancestor gene information and said generation 
infomiation can be derived by a predetemiined 
conversion logic, said child agent gene infor- 
mation being irrplanted in a child agent when 
creatir)g a chtM agent of said mob'le agent and 

(c) a gene comparison modiie for determining 
whetfier or not the result of a conversion of 
gene information obtained from another agent 
corresponds to said ancestor gene informatfon. 

3. A method of aeatirig a child agent t>as6d on a 
motxle agent exiting at a computer network loca- 
lion, the method comprisvig; 

(a) a step of deriving generation information of 
said mobile agent based on self gene informa- 
tfon and ancestor gene information, 

(b) a step of generatirig gene informatfon of a 
chSd agent based on said derived generatfon 
information and said ancestor ger^e hforma- 
tion, arxJ 

(c) a step of creating a child agent which con- 
tains the generated gene information of the 
ch3d agent and said artcestor gene informa- 
tioa 

4. A metfKXi for allowing a first mobile agent existing 
at a corrputer netwrork focatfon to identify whether a 
second mobile agent existing at the same network 
location has the same ancestor gene information as 
is held in said fast mobile agent, the method com- 
prising; 

(a) a step of obtaining gene information from 
said second mobile agent, 

(b) a step of converting said obtained gene 
information by a predeternrgned logic, and 
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(c) a step cf determining whettier or not the 
resuft of the conversion corresponds to said 
ancestor gene information held in said first 
mobile agent. 

5 

5. A mobile agent wtiich is adapted to interoperate 
with other mot>ile agents at the same computer net- 
work location, and from which child agents can k>e 
generated, comprising: 

10 

(a) first gene conversion logic lor convertirtg 
self gene information held by said mMe agent 
to derive ancestor gene information and gener- 
ation inlormation, 

75 

(b) second gene conversion lospc for generat- 
ing child agent gene information from which 
said ancestor gene information arxJ said gener- 
ation information can t>e derived by said first 
gene conversion k>gic said cNM agent gene 20 
information t>eing irrplanted in a child agent 
when creating a child agent of said mobile 
agent, 

(c) means for tnterrogating another mobile 2S 
agent at the same corrputer network location 

to obtain its gene information, arxi 

(d) a gene corrparison nnodule for detenrnning 
whether or not the result of a conversion of 30 
gene infomnatkxi obtained from arnitfier agent 
corresponds to saki ancestor gene information. 

6. A mobile agent according to daim 5, wtierein the 
self gene information is hekl by the mobOe agent in 35 
an encrypted form and tt)e converting of said self 
gene informatfon arxl chiM agent gene informatfon 
includes decrypting the encrypted self gene infor- 
mation. 
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